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Qwest® Premium Networking Modem:
Motorola® 3347

How to Forward IP Ports

Only experienced network administrators should perform this process.
Qwest technical support doesn't support this process.

Use this document if:
e You need to configure your modem for generic port forwarding.

Note: These instructions are for forwarding Telnet Port 23 to a Local Area Network (LAN) server.

This document assumes:

e You use the Qwest Premium Networking Modem: Motorola 3347.
e Your modem is connected directly to your computer.
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1. Enter “192.168.0.1" in the Address bar of your Internet browser.

2. On the modem home page, select Advanced Setup from the options on the left.
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Quick Setup Connection Information

Home DSL Up Connection Up

Zbwireless Lsel-Name

; IP Address IP Gateway

Gaming

Primary DNS Server Secondary DNS Server
I Advanced Setup I

Statiis Speed 3008/512 (kbps) Line Attenuation 43/31 dB

Diagnostics Festart Connection Disconnect

Help
Router Information
Router Name MNetopia Model 3347-02
Serial Number 28388244 MAC Address 00:0ficcibl:2b:94
Software Yersion QMO1-7.7.4r5
Local Network
IP Address 192.168.0.1 Ethernet Connected
Wireless Disabled
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3. Select Configure from the options on the left.

Fle Edit Miew Favoriies  Tools

Metopia Router crosoft Internet Explorer

Help

Hame Connection Information
E Confiaure I DSL Down Connection Down
Status User Name
x . IP Address 0.0.0.0 IP Gateway 0.0.0.0
Diagnostics
Primary DNS Server Mame server not Secondary DNS Server Name server not
Update Router available available
Reset Router : ;
Speed 0/0 {kbps) Line Attenuation 0/0 dB
Restart Routar Festart Connection Connect
Basic Mode
Help Router Information
Router Name MNetopia Model 3347-02
Serial Number 28388244 MAGC Address 00:0ficcibl:2b:94
Software Yersion QMO1-7.7.4r5
Local Network
IP Address 192.168.0.1 Ethernet Connected
Wireless Disabled
[E]Done [ o=
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4. Select NAT from the options on the left.

Fle Edit Miew Favoriies  Tools

Metopia Router crosoft Internet Explorer

Help

Home

Configure
Conneckon
DHCP Server

IP Passthrough

AT
IPSec
Router Password
Time Zone
WLAN
Wireless
Status
Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode

Help

Connection Information

DSL Down Connection Down
User Name
IP Address 0.0.0.0 IP Gateway 0.0.0.0
Primary DNS Server Mame server not Secondary DNS Server Name server not

available available
Speed 0/0 {kbps) Line Attenuation 0/0 dB

Festart Connection Connect
Router Information
Router Name MNetopia Model 3347-02
Serial Number 28388244 MAGC Address 00:0ficcibl:2b:94
Software Yersion QMO1-7.7.4r5
Local Network
IP Address 192.168.0.1 Ethernet Connected
Wireless Disabled
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5. Select the Define Custom Service button.

Metopia Route rosoft Internet Explorer
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NAT (Games and Other Services)

Home
Configure
Connection

Metwork Address Translation (MAT) must be enabled to support gaming/services and 1P
DHCE Server Passthrough features of the Router.

v
1F Fassthrough Enable NAT

AT This page allows you to host games and other services over an Internet Connection,

Eg;\q:.iace |Age of Empires, v.1.0 =~ Enable | Delete | Ed-'tl

Time Zone "#" denotes custom service

YLAN I Define Custom Service ||
Wwireless Static NAT

Status

1PSec

Router Password

Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode
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6. Select either a range of ports or trigger ports.

e Aportrange is less secure, leaving the mapped ports constantly open regardless of traffic.
e Trigger ports are more secure, and only open inbound ports when specific outbound traffic is
detected.

For this example, select the Port Forwarding: Range of Ports radio button. Then, select the Next
button.

/2 Netopia Router - Microsoft Internet Explorer

File  Edit  View Favorites Tools  Help
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Address |€| http:ff192. 165.0.1 findexExptCfgRES. htm?servicewizPF.htm

|»

Custom Service

Home
Configure
Connection Pott 4
w4 O raaring Farward a range of YWAN ports to an IP address on the LAN
DHCR Server Range of Ports
B Forward a range of ports to an [P address on the LAN only after specific
1P Passthrough " Trigger Ports outboundlraﬁ’li b ) P
MAT Back | Cancel
IPSec

Router Passward

Time Zone

WLAM

Wiraless
Status
Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode

& oone T e

© 2008 Qwest Communications International Inc.



Qwest—z

Spirit of Service

7. Enter your Service Name (e.g. Telnet).
Enter your Global Port Range (e.g. -23 to 23).
Enter your Base Host Port (e.g. -23).

In the “Protocol” field, select either the TCP or UDP radio button.

Then, select the Next button.

23 Netopia Router - Microsoft Internet Explorer

Eile Help
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Address IE] http:ff192.168.0. 1 indexExptCFaRES htm?serviceizRange. htm

Edit uiew Favorites Tools
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o Port Range
Configure
Connection

Set up a Port Forwarding range entry based on your specific ports

DHCR Server

Senice Name I
IP Passthrough
The above name will be saved as this setvice's descrption

MNAT

Glabal Port Range: |I] -
IPSec

Base Host Port |D

RageerPaselEd Protacol: @ TCP O UDP

Time Zone Mt ack | Cancel

WLAN

Wireless
Status
Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode
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8. Select the Done button.

etopia Router rosoft Internet Explorer

File
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S Set-up Complete

Gonfigure
Connection

The WAT Senvice has been added
DHCP Server

IF Passthrough DDne‘l

NAT

IPSec

Router Password

Time Zone

WLAN

Wireless
Status
Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode
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9. On the “NAT” page, select the service you added in Step 7 (in this example, Telnet Port 23), from the
Service Name drop-down list.

Then, select the Enable button.

43 Netopia Router - Microsoft Internet Explorer
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i NAT (Games and Other Services)
ome

Configure

Connection . . .
MNetwork address Translation {NAT) must be enabled to support gaming/services and IP

DHCP Server Passthrough features of the Router.

v
IP Passthrough Enable NAT W

haT This page allows you to host games and other services over an Internet Connection,
IPSec
Service P .
Router Password Mo Age of Empires, v.1.0 j Enable | Dielete Edltl
. Ultirna Onling -
LT Unreal Toumament Server
VLAN Define C|Uthan Assault, v 1.0
%ML Yirual Metwork Computing
Wireless Static NAT |WWestwood Online, Command and Conguer
T |Win2000 Terminal Server
Status *Box Live Games
vahoo Messenger Chat
Diagnostics ‘vahao Messenger Fhane
ZMNES

Update Router

Reset Router
Restart Router

Basic Mode
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10. Select the computer that will be receiving the Telnet Port 23 traffic, from the Select Host Device
drop-down list. Then, select the Enable button.

2 Netopia Router - Microsoft Internet Explorer = |E| x|
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| Enable Service
Home

Configure

Connection Service Name: *Telnet Port 23

DHCP Server
Select Host Devicel |MEQEFI-01 B
IP Passthrough
HAT
Enable I Cancel

IPSec

Router Password

Time Zone

VLAN

Wireless
Status
Diagnostics
Update Router
Reset Router
Restart Router

Basic Mode
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11. Verify the new service appears under Service Name.

Netopia Router - Microsoft Internet Explorer
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NAT (Games and Other Services)
Home

Configure

Connection . . .
Metwork Address Translation {(N&T) must be enabled to support gaming/services and IP

DHCP Server Passthrough features of the Router.

"2
IP Passthrough Enable MAT

AT This page allows you to host games and other services over an Internet Connection,
IPSec
Router Passwaord gsmje Age of Empires, v.1.0 j Enahble | Delete | Editl
Time Zone "*' denotes custom service
WLAN Define Custom Senvice
el Static NAT |
Status
: . Services
Diagnostics
Service Name Service Mode Host Device

Update Router

*Telnet Port 23 Server MKOQBT3-01 Details Disable

Reset Router

Restart Router

Basic Mode

[Eone O O O 7

© 2008 Qwest Communications International Inc.



